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Cybersecurity Awareness
 

Preventing Data Breaches 
Everyone in the workplace has a role to play in information security. The first step in 
reducing the risk of data breaches is to learn what they are and be aware of how they 
typically occur, so that appropriate measures can be taken to prevent them from taking 
place in the future. 

This course surveys the most common information security risks and breaches, 
including direct observation, malware viruses, phishing, identity theft, spam and credit 
card skimming. It explores how mobile devices such as laptops and phones are 
vulnerable to theft. It also considers the security risks associated with working remotely, 
as well as the personal and professional issues associated with online activities such as 
using social media or storing information in the cloud. Each topic is explored in plain 
English, followed by a clear explanation of simple strategies for protecting data. 

 

 
Course Overview 
The Cybersecurity Awareness course has been specially designed by 
subject matter experts. This course explains how all employees have 
an essential role to play in keeping businesses safe. 
 

Target Audience 
This cybersecurity awareness training course is suitable for everyone 
responsible for handling information in the workplace, whether they 
are at work, at home or offsite.

 

Knowledge Test & Certification 
The course has several Knowledge Checks to test if the participants 
have understood the content of the training. After scoring the 
minimum passing rate, participants can print out their Certification 
of Completion. 
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Course Objectives 
 define cybersecurity  
 describe key external cybersecurity attacks 
 identify different types of malware  
 identify common online social engineering scams 
 outline what to do when a cybersecurity incident occurs 

 

Course Content

Module 1: Introduction 

 What is cybersecurity 
 Types of Malware 
 Online social engineering scams 
 Cybersecurity incidents  

Module 2: Protecting Work Information 

 Access control 
 Software restrictions and updates 
 Internet use 
 Credit card payments

Module 3: At Home and Offsite 

 Mobile devices 
 Securing your Wi-Fi connection 
 Remote storage 
 Social media 
 Backing up date
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i-KYC LMS platform & Administration Services 

All fees include the roll-out of the e-learning to all participants using the state-of-the-
art i-KYC Learning Management Platform.  

Furthermore, fees include our Administration Services for a rapid and no-hassle 
deployment of your compliance training obligation. These Administration services 
include: 
 

 creation of unique user accounts for all participants; 
 roll out of e-learning courses to the target group 
(inviting learners by email); 
 data collection and progress monitoring; 
 due date follow-up; 
 periodic management reporting; 
 delivery of Audit Report after project closure.  

 
 

 
 
Contact  

 

You can contact us at: info@i-kyc.com  
or call us on: +31 6 1252 6524 for more details or a demo.                                                                                                   
www.i-kyc.com  
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